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Computing on Encrypted Data

| want to delegai@rocessingf my data,
without giving-awayacceso it.




Outsourcing Computation
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Client : Server/Cloud
(Input: x) (Functionif)




Privacy Homomorphisms

A RivestAdelmanDertouzosl 978

Plaintext space P : Ciphertext space C
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v . |ye Dec(d) d

ExampleRSA_encrypfy,(X) =x* mod N
® X EXXE = (X XX,) ¢ modN
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functions on encrypted data, but not all



“Fully Homomorphic” Encryption

@ Encryption for which we can compudgbitrary
functionson the encrypted data
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Some Notations

@ An encryption schemeKeyGenEnc, Dec)
@ Plaintextspace = {0,1}
@ (pk,sk a KeyGelf), ca Eng,(b), ba Degyc)
@ Semantic securittoDa Qy n 6 Y

Pk ENg(0)) © (pk Eng,(1))

° means indistinguishable by efficient algorithms



Homomorphic Encryption (HE)

@ H={KeyGenEnc, Ded;va}

c* & Eval(f, ¢ ¢t
@ Homomorphic De(;k(EvaFLk(f, Eng,k(x)» =f(X)
ecYleée y2i0 f 22¢gphdértax] S | 6

@ As long as it decrypts figx)

@ Compact Decryptingc* easier than computing

@ Otherwise we could uskva), (f, c)=(, c) and
Degy(f, ) =f(Deg,(c))
@ Technically, ¢*| iIndependent of the complexity of



Fully Homomorphic Encryption

@CANRUO LI FdzaaoftS OF yYRA
@ Security from hard problems in ideal lattices
@ Polynomiallyslower than computing in the clear
@ Big polynomial though
@ Many advances since
@ Other hardness assumptions
@ LWE, RLWE, NTRU, approxir@a@D
“ More efficient
@ hUKSNJ a! ROl YOSR LINZ LIS NJ
)2

@ Multi-key, Identityd I & S R X



This Talk

@ Regevike somewhathomomorphicencryption

! RRAY3 K2Y2Y2NLIKAAY U2

@ Security based on LWE, RIAYE

. FaSR 2y . +tQMMZ . D+xQwm
@. 220&0NFLIIAY3T G2 3ASH
@ Packecciphertextsfor efficiency

. laSR 2y w{+QmMmMZI . D+Qwm
@ Not In this talk: a new LWhased scheme

@ [Gentry-SahalWaters CRYPTO 2013]




Learning with Errors [Reg’05]

Many equivalent forms, this is one of them:
@ Parametersr) (modulus),e (dimension)
@ Secreta random short vectowN @
@ [nput: many pairs =10
© &N Q) israndom® (W) Q G {9
@ Qs short
@ Goal find the secretvy
@ Or distinguish= fto  from random iné

OowS3SJJQn p ZAs hagllag sBriviorS):cades
lattice problems in dinm (for certain range oparamg




Regev’s Cryptosystem [Reg’05]

@ The shareekey variant (enough for us)
@ Secret key: vectomedenote v (w2 )
® Encrypf, ¥ Tip )
@ ok o st.w ,- (Y Qaéq
@ Convenientto writg ¥y , - Qa ¢ @
@ Decrypt(Wy}
@ Output 0 if |( Wid mod q| 7T, else output 1
@ Correct decryption as long as erromit

Security: If LWE Is harcpehrtextis pseudorandorr




Additive Homomorphism

@ If (W) , —(mod g then

(W 4) .8, -(modg
@ Error doubles on addition
@ Correct decryption as long as theor

Nt



How to Multiply [BV'11, B'12]

@ Step 1: Tensor Product
@ If(WE) , —(mod q) andsis small §%&L 1)
then(v§ wy-3§ &) |, —(modn )
@ Error has extra additive terms of sizeli [t L n
o Sodt | ¢ 6&d0s L 7- encrypt
-Ir 'I 'Ir yp Sn 1
relative to secret key vV Vv
2 Rounding adds another small additive error
@ But the dimension squares on multiply




How to Multiply [BV'11, B'12]

@ Step 2: Dimension Reduction

@t dzo f A éf@ AdIOKS v FranddteR I S U €
Ewrt ¥ C Jtwrt v

9 Essentlally an encryption of under v
@ ¢ ¢ rational matrix Wst¥ @ ¥ G é (7]
@ GiverdE, compute ™ 2 T O(wA ) d ¢ Q
o(fh ¥ o F (VR - 6a¢m

@ Some extra work to keep error from growing too much

@ Still secure under reasonable hardness assumptions



Somewhat Homomorphic Encryption

@ Error doubles on addition, grows by poly(n)
factor on multiplication (e.gg factor)
@ When computing a deptflcircuit we have
loutput -error|  |input-error| t €
@ Seftting parameters:
@ Start from |inputerror] € (say)
@ Setn] TE& t¢€ 1€
@ Set the dimension large enough to get security

@ | output-error| nt, so no decryption errors



FHE via Bootstrapping [Gen’09]

@ So far, circuitef pre-determined depth
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AXy, %o, <, %)




