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Professional Interest.
Cryptography and secure systems, Algorithms, Distributed systems.

Employment.
2019-2023: Research fellow, Algorand Foundation
1997-2019: Principal Research Staff Member, IBM Research

Professional activities.
Program co-chair, the 23rd ACM Conference on Computer and Communications Security (ACM-
CCS 2016).

Program chair, the 29th International Cryptology Conference (CRYPTO 2009).
General and Program co-chair, the 3rd Theory of Cryptography Conference (TCC 2006).

Program committee member for CRYPTO 2000, EUROCRYPT 2001, CT-RSA 2002, PKC 2002,
ACNS 2003, EUROCRYPT 2005, CRYPTO 2005, VietCrypt 2006, CT-RSA 2007, EUROCRYPT
2007, ISC 2007, ASTACRYPT 2007, EUROCRYPT 2008, ISC 2008, ASTACRYPT 2009, Pairing
2010, TCC 2011, Pairing 2012, PKC 2013, CRYPTO 2013, TCC 2015, Eurocrypt 2016, ACM-CCS
2017, ACNS 2018, Eurocrypt 2019, Eurocrypt 2021, Eurocrypt 2022, FHE.org 2023, TCC 2023

Editorial board member, ACM TISSEC, 2009-2012.

The International Association for Cryptographic Research (www.iacr.org): Director (2013-2015,
2017-2019, 2023-present), Vice president (2020-2022), membership secretary (2006-2011).
Steering committee for TCC (Theoretical Cryptography Conference, www.iacr.org/meetings/tcc/),
2012-present (chair 2013-2019).

Steering committee for the Homomorphic Encryption Standardization industry group (homomor-
phicencryption.org).

Wrote an open-source library for homomorphic encryption, available off of https://github.com/
homenc/HElib.

Wrote a web-software-package for submission and review of papers to conferences (available off of
http://alum.mit.edu/www/shaih/websubrev).

Invited talks at conferences and schools. The Booz Allen Hamilton Distinguished Colloquium
Series, UMD, January 2020; Keynote ACM-CCS 2018; ICMC 2018; CRYPTO 2015; China Sum-
mer School on Lattices and Cryptography in ISCAS Beijing June 2014; PKC 2014; Tutorial on
Homomorphic Encryption CRYPTO 2011; Winter School on Secure Computation and Efficiency
in Bar-Ilan University Winter 2011; Usenix Security 2009; SCN 2008; TCC 2007;



Awards.
[ ]

SIGSAC Outstanding Innovation Award, 2017.
TACR fellow, 2016.

IBM Research 2013 Pat Goldberg Memorial Best Paper Award: “Candidate Multilinear Maps
from Ideal Lattices”, Garg, Gentry, Halevi, EUROCRYPT 2013.

Eurocrypt 2013 best-paper award, “Candidate Multilinear Maps from Ideal Lattices”, Garg,
Gentry, Halevi.

IBM Research 2012 Pat Goldberg Memorial Best Paper Award: “Homomorphic Evaluation
of the AES Circuit”, Gentry, Halevi, Smart, , EUROCRYPT 2012.

IBM Corporate Award 2007.

IBM Research 2004 Pat Goldberg Memorial Best Paper Award: “The Random Oracle Method-
ology, Revisited”, Canetti, Goldreich, Halevi, Journal of the ACM.

Certificate of Appreciation from the Kneset (the Israeli parliament), 1991.

Technion President’s List of Distinction, 1989, 1990.

Education.

MASSACHUSETTS INSTITUTE OF TECHNOLOGY Cambridge, MA
Ph.D. degree in Computer Science, June 1997. Research area - Cryptography and Secure compu-
tations. Advisor: Prof. Silvio Micali.

TECHNION - ISRAEL INSTITUTE OF TECHNOLOGY Haifa, Israel
M.Sc. degree in Computer Science, August 1993. Advisor: Prof. Assaf Schuster.
B.A. degree in Computer Science Summa Cum Laude, August 1991.

Patents.

US10057057, Homomorphic evaluation including key switching, modulus switching, and dy-
namic noise management, 2018-08-21

US8958555, Fast Computation of a Single Coefficient in an Inverse Polynomial, 2015-02-17

US8903083, Fast evaluation of many polynomials with small coefficients on the same point,
2014-12-2

US8861716, Efficient homomorphic encryption scheme for bilinear forms, 2014-10-14
US8656186, Use of indirect data keys for encrypted tape cartridges, 2014-02-18
US8565435, Efficient implementation of fully homomorphic encryption, 2013-10-22

US8532289, Fast Computation Of A Single Coefficient In An Inverse Polynomial, 2013-09-10



e US8494166, Use of indirect data keys for encrypted tape cartridges, 2013-07-23

e US8422681, Non-interactive hierarchical identity-based key-agreement, 2013-04-16

e US8121286, Hash function with provable resistance to differential attacks, 2012-02-21

e US8108683, Mitigating dictionary attacks on password-protected local storage, 2012-01-31

e US8099781, Method of managing and mitigating security risks through planning, 2012-01-17
e US8087090, Fuzzy multi-level security, 2011-12-27

e US7965844, System and method for processing user data in an encryption pipeline, 2011-06-21
e US7921294 Verification of encryption key, 2011-04-05

e US7832007 Method of managing and mitigating security risks through planning, 2010-11-09
e US7530110, System and method for fuzzy multi-level security, 2009-05-05

e US7236592, Efficient stream cipher system and method, 2007-06-26

e US6578144, Secure hash-and-sign signatures, 2003-06-10

e US6317834, Biometric authentication system with encrypted models, 2001-11-13

e US6243470, Method and apparatus for advanced symmetric key block cipher with variable
length key and block, 2001-06-05

e US6192129, Method and apparatus for advanced byte-oriented symmetric key block cipher
with variable length key and block 2001-02-20

e US6189095, Symmetric block cipher using multiple stages with modified type-1 and type-3
feistel networks, 2001-02-13

e US6185679, Method and apparatus for a symmetric block cipher using multiple stages with
type-1 and type-3 feistel networks, 2001-02-06

e US6185304, Method and apparatus for a symmetric block cipher using multiple stages
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